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1.2
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Introduction

The Intel Unite® solution powers secure connected meeting spaces that simplify collaboration. It is designed to
quickly and easily connect everyone in a meeting. The Intel Unite solution is a simple and instant collaboration
solution available today, and it serves as a foundation for additional capabilities and innovation in the future.

This document can be used to install the Intel Unite software, learn more about the application's features, and
assist with troubleshooting.

This document is available in the following languages and can be downloaded from the support website for the
Intel Unite solution: English, French, German, Spanish, Italian, Brazilian Portuguese, Korean, Japanese, Traditional
Chinese, and Simplified Chinese.

Audience

This deployment guide focuses on enabling users to launch and become familiar with the Intel Unite application
and its features. This guide is designed for IT professionals in an enterprise environment and any other people
involved in deploying the Intel Unite solution.

Intel Unite® Solution Terminology and Definitions

Admin Portal—The web interface that manages hub and client configurations and provides configuration settings
for the Intel Unite® solution.

Apps—A software component installed on a hub or client that extends the functionality of the Intel Unite solution.
Client—A device (Windows*, Mac OS*, i0S*, Android*, Chrome OS*, or Linux*) that connects to a hub.

Enterprise Server (Server)—The web server and the PIN service running on the server that assigns and resolves
PINs. It provides a download page for the clients and the Admin Portal for configuration.

FQDN—Fully qualified domain name.

Hub—A mini form factor PC, All-In-One, compute stick, compute card, and devices conforming to the Open,
Pluggable Specification with Intel® vPro™ technology that is connected to a display in a conference room running
the Intel Unite application.

lIS—Internet Information Services*, which is a web server provided by Microsoft*.

Intel Unite® Solution Deployment Guide 11
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2 Intel Unite® Solution Requirements

2.1 Enterprise Server Requirements

e Microsoft Windows Server* 2012 R2, 2016, or 2019
o Recommended latest patch level

o Microsoft* .NET Framework 4.8 or greater

o Microsoft Internet Information Services* (lIS) requirements:
o 1IS7,8,0r10
o SSL enabled
> Ata minimum, SHA2-based web server certificate with an internal or public root of trust
o Required IIS features:
> ASP .NET 4.8
> WCEF services
> HTTP activation enabled for .NET 4.8
o Required IIS roles:
> Common HTTP features
> Default document
o ]IS extensions:
> URL Rewrite* 2.1 (requires Microsoft Web Platform Installer*)

o SMTP email server configured under Microsoft Internet Information Services

« SQL database (Microsoft SQL* or MySQL*): For full SQL support from the vendor, use the paid version of
Microsoft SQL and MySQL. There is limited SQL support from the vendor and community when using the
free versions (Microsoft SQL Express Edition and MySQL Community Edition).

o Microsoft SQL Server 2012 SP4, 2014 SP2,2016 SP1, or 2017 CU7

o Database server running with mixed mode authentication (SQL Server and Windows Authentication

mode)
o MySQL5.7
« 4 GBRAM

« 32 GB available storage

Note 1: The Intel Unite solution 3.x [IS components, the Intel Unite solution 4.0 IS components, and the SQL
database can coexist on the same server.

Note 2: For environments where the webservices and the database needs or is desired to be on separate servers,
the IIS components and the SQL database can be installed on separate servers.

2.2 Hub Requirements

o A supported platform, as shown on the Intel Unite® solution overview w

o Microsoft Windows* 7 latest or 10 RS4, RS3, RS2 (64 bit only)
o Recommended latest patch level
o Microsoft .NET 4.8 or greater

- 4GBRAM
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32 GB available storage

2.3 Client Requirements

Microsoft Windows* 7 SP1, 8.1, or 10 (32 bit or 64 bit)
o Recommended latest patch level
o Microsoft .NET 4.8 or greater

Mac 0S* 10.12,10.13, or 10.14

i0OS*11 or 12

Android* Version 6 (Marshmallow), Version 7 (Nougat), or Version 8 (Oreo)
Chrome OS* Latest version

Linux* Fedora* 27 or 28, Red Hat* Enterprise 7, Ubuntu* 16 LTS or 18 Non-LTS

Wired or wireless network connection

2.4 IT Considerations and Network Requirements

Primary IT considerations and network requirements include the following:

Hub and client installations should be managed using the IT department’s established procedures.

To ensure reliability, Intel strongly recommends that the hubs use wired network connections. This
prevents wireless bandwidth saturation, especially in congested areas.

The Intel Unite software must be allowed to accept incoming connections. This may require adding an
exception to the firewall installed on the hub. Refer to firewall help guide for the Intel Unite® solution for
more information. For other firewall vendors not in the help guide document, contact the firewall vendor
for specific details on how to create application exceptions

In production environments, Intel strongly recommends using fully qualified domain names (FQDNs) and
setting up a DNS TXT record that points to the enterprise server. This provides the easiest method for
hubs and clients to locate the enterprise server.

As a security upgrade, the Intel Unite application accepts only SHA-2 or greater certificates due to
the end of life of SHA-1. This may require upgrading the certificates on the web server. Work with the
organization's IT security team to get SHA-2 certificates during setup.

2.5 Mobile Client Devices

Some organizations deploy mobile client devices as part of the Intel Unite solution. To connect to the Intel Unite
solution, all client devices (including iOS* and Android* devices) must be connected to the corporate network or
use an appropriately configured VPN. Mobile devices not connected to the corporate network—such as personal
laptops, tablets, and phones—may not be able to connect to an Intel Unite app session if a corporate firewall does
not allow the connections. When enabling mobile client devices, IT administrators should know the following:

If Intel Unite app users are using personal mobile devices, require them to be on the company network to
connect to Intel Unite, or create another way to allow the connections.

Ensure the necessary tools and strategies are in place to manage devices and keep the network safe.

Implement a Mobile Device Management Policy for personal and mobile devices used for work.

Intel Unite® Solution Deployment Guide 13
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« Tailor security to provide the correct amount of protection in accordance with the sensitivity of the data to
be protected. The amount of tailoring depends on the data the company considers critical and how far the
company wants to drill down to apply protections.

Intel Unite® Solution Deployment Guide 14
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Deployment Overview

The Intel Unite solution consists of four components—enterprise server, hub, clients, and SMTP mail server (or
mail relay):

The enterprise server is the first component that needs to be set up. When the hub and client applications
are launched, they use the enterprise server to exchange connection information and receive connection
information necessary to complete registration.

The hub is an Intel® Core™ vPro™ processor-based mini PC that meets the hub requirements described in
Section 2.2. The hub is typically connected to a display or a projector in a conference room. Consult the
display's or projector's user manual for instruction on how to properly connect the display or projector to
the hub.

Clients are systems that connect to a hub for collaboration in a meeting.

An SMTP mail server or mail relay is used to send users a link for client registration and to send alert
messages to IT administrators.

Deployment Resources

The following resources are required to complete the installation:

Administrative rights on the SQL database
Administrative rights on the enterprise server
Administrative rights on the hub

Ability to send mail from the SMTP mail server

Requirements may also include the following:

IT security administrator to issue the SHA-2 certificate
IT security administrator for firewall policies

IT administrator to create a DNS TXT record, which is used by hub and clients to locate the enterprise
server (strongly recommended)

Enterprise server configured with valid SMTP settings
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Enterprise Server Installation

Enterprise Server Overview

The enterprise server installer includes the database, PIN server, admin web portal, and client download page. The
enterprise server consists of four components:

« Microsoft* SQL or MySQL database—Maintains all status information for the Intel Unite solution
infrastructure.

« IS web service—A standardized messaging service that communicates with the database, hubs, clients,
and SMTP server.

« Administration portal website—Enables administrators to manage hubs and clients, generate statistics,
and access monitoring and alerting features.

« Client download landing webpage—Contains the Intel Unite client software.

Enterprise Server Pre-Installation
The enterprise server pre-installation requirements include:

» Software requirements described Section 2.1.

« Additional security considerations (optional). Refer to Appendix D. Security Checklist.

SQL Server

A SQL database is required, and the Intel Unite® solution is designed to work with either Microsoft* SQL server or
MySQL server. The SQL server can be on the same system as the Intel Unite solution server.

Microsoft* SQL Server Installation

The enterprise server can be configured to work with MS SQL version 2012 or higher. Administrators can install
a new, dedicated SQL server to run a test environment; however, it is not required. The Intel Unite application
creates its own database, data tables, and indexes in an existing database without interfering with other tables or
existing data.

The following steps describe how to install MS SQL2012:

1. Runthe SQL server setup and open the SQL server installation center.

2. Inthe left pane, click Installation, and choose New SQL Server stand-alone installation or add features
to an existing installation.

3. Enter the product key, accept the license terms, and click Next.

4. Select Use Microsoft Update to check for updates (recommended) to check for updates and click Next.

5. The setup looks for product updates and installs the necessary updates. To continue, click Next.

6. The setup checks for potential failures and requirements to be met before installation. To continue, click
Next.

7. Select SQL Server Feature Installation and click Next.

8. Under the Feature Selection, select Database Engine Services and Management Tools-Complete, and
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then click Next. (See Figure 1)

Figure 1.

Microsoft SQL 2012 Feature Selection Screen
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9. Specify the name and instance ID for the SQL server and click Next.

10. Specify the service accounts for each service, and click Next.

11. Select Mixed Mode Authentication (which includes SQL server and Windows* authentication), specify the
SQL server administrators, and click Next on each screen until the verify features screen appears. (See

Figure 2)
Figure 2. Mixed Mode Authentication Selection
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12. Verify the features to be installed and click Install.

13. Close the dialog box after the installation completes.

4.2.1.2 MySQL Server Installation

The enterprise server can be configured to work with MySQL version 2008 R2 or higher. Administrators can install
a new, dedicated MySQL server to run a test environment; however, it is not required. The Intel Unite application
creates its own database, data tables, and indexes in an existing database without interfering with other tables or
existing data. MySQL 5.7 have specific requirements:

MySQL 5.7 requires Microsoft Visual C++ Redistributable Packages for Visual Studio 2013 (MySQL 5.7)

The following steps describe how to install MySQL 5.7:

—_

> w N

o

Double-click the .msi file.
Click the Run button.
The User Account Control dialog box may display. If so, click Yes to continue.

On the License Agreement screen, place a check in the check box to accept the license terms, and click
Next.

Select Custom and click Next.

On the next screen, expand MySQL Server, expand MySQL Server <version number>, and then select
MySQL Server 5.7.22 - X64, if installing on a 64-bit OS, or select MySQL Server 5.7.22 — X86 , if installing
on a 32-bit OS.

Click the green arrow to add the product to the Products/Features To Be Installed column and click Next.
Click Execute to install MySQL.

After installation, verify that a green check is next to MySQL Server <version number>, which indicates a
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successful installation, and then click Next.

Click Next, again.

For Group Replication, select Standalone MySQL Server/Classic MySQL Replication, and click Next.
Leave the Type and Networking default settings unchanged and click Next.

For Accounts and Roles, enter a password for the root account, and click Next.

Leave the Windows* Service default settings unchanged and click Next.

Leave the Plugins and Extensions default settings unchanged and click Next.

Leave the Advanced Options default settings unchanged and click Next.

For Apply Configuration, click Execute.

Click Finish, click Next, and then click Finish, again.

4.2.2 Verify .NET Framework 4.8 Installation

On the system targeted for the Intel Unite solution server installation, verify that .NET Framework 4.8 is installed.
To verify your version, refer to How to: Determine which .NET versions are Installed. If the .NET Framework 4.8 is
not installed, install .NET Framework 4.8 by referring to the Microsoft .NET Framework 4.8 website.

4.2.3 EnablellS

On the system targeted for the Intel Unite solution server installation, enable IIS. The following sections show the
steps for enabling IIS on Windows Server* 2012, 2016, and 2019.

4.2.3.1 Windows Server* 2012

To enable IIS on Windows Server* 2012:

—_

© ® N o 0 M WD

Open Server Manager and click Manage > Add Roles and Features.

In the Add Roles and Features Wizard, click Next.

On the Manage menu, select Add Roles and Features.

Select Role-based or feature-based installation and click Next.

Select the appropriate server (local is selected by default).

Select Web Server (lIS).

In the Add features that are required for Web Server (IIS) dialog box, click Add Features.
Click Next.

On the Features page, add the following features for IIS:
o .NET Framework 4.8 Features

o ASP.NET 4.8 (refer to Figure 3)
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Figure 3. Server 2012 IIS Features to Install

Select one or more features to install on the selected server.

Features

B[] MET Framewark 3.5 Features
4 [H] NET Framework 4.5 Features (2 of 7 installed)
) 4.5 (Installed)

ASP.NET 4.5
ervices (1 of 5 installed)

O
O Message Queuing (MSMQ) Activation
[] Mamed Pipe Activation
[] TCP Activation
TCP Port Shanng (Installed)
O Background Intelligent Transfer Service (BITS)
[ BitLocker Drive Encryption
[ BitLocker Network Unlock
[] BranchCache

—_— W

.<| = | )

Note: Some versions of Windows Server may not have .NET Framework version 4.8 available. To get hte
latest version, go to the Microsoft .NET Framework 4.8 website.

o  WCF Services

> HTTP Activation (click Add Features in the Add features that are required for HTTP
Activation? dialog box, refer to Figure 4)

Figure 4. Server 2012 1IS HTTP Activation Features to Install

Add features that are required for HTTP Activation?

You cannot install HTTP Activation unless the following role services
or features are also installed.

4 Web Server (IIS) (]
4 Web Server
4 Application Development
ASP.NET 4.5
ISAPI Extensions
ISAPI Filters
NET Extensibility 4.5

4  Windows Process Activation Service

Configuration APls

Include management tools (if applicable)
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10. Click Next.
11. On the Web Server Role (IIS) page, click Next.
12. On the Role Services page, click Next.

13. On the Confirm Installation Selections page, click Install.

4.2.3.2 Windows Server* 2016 and 2019

To enable IIS on Windows Server* 2016 and 2019

1. Open Server Manager.

On the Manage menu, select Add Roles and Features, and click Next.

In Installation Type, select Role-based or feature-based Installation, and click Next.
Select the appropriate server (local is selected by default) and click Next.

Select Web Server (lIS) and Add Features that are required for Web Server (11S), and click Next.

o UM W N

Add the following features for IIS:
o .NET Framework 4.8 Features
o ASP.NET 4.8
» Windows Process Activation Service
o Configurations APIs
o Process Model
7. Click Add Features to continue, and add the following features:
« .Net Framework 4.8 Features (2 of 7 installed)
o .NET Framework 4.8
o ASP.NET 4.8
>  WCF Services (1 of 5 installed)
« HTTP Activation*
o TCP Port Sharing (installed)

*Note: Placing a check in the HTTP Activation check box opens a dialog box with the following features
selected (See Eigure 5):
«  Web Server (IIS)
o Web Server
> Application Development
« ASP.NET 4.8
« ISAPI Filters
» ISAPI Extensions
« .NET Extensibility 4.8
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Figure 5. Server 2016 IIS HTTP Activation Features
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Click Add Features to continue.

Accept the default features on the Select Role Services page and click Next.
Read the information provided on the Web Server Role (IIS) page and click Next.
Click Next to continue.

Finally, on the Confirm Installation Selections page, review the items to be installed, and click Install.

Install URL Rewrite

On the system targeted for the Intel Unite solution server installation, install URL Rewrite. Two methods are
available for installing URL Rewrite, as described in the next two sections.

URL Rewrite Installation — Method 1

—_
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Download and install the Web Platform Installer from this link.
Launch the Web Platform Installer.

Click the Products tab.

Search for URL Rewrite.

Select URL Rewrite 2.1 from the list and click Add.

Click Install.

Review the license and accept it to begin the installation.

Click Exit to close the Web Platform Installer.

4.2.4.2 URL Rewrite Installation — Method 2

1.

Download the URL Rewrite installer directly from this link.
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2. Run the installer and follow the wizard.

4.3 Enterprise Server Installation

After completing all enterprise server pre-installation steps, the Intel Unite solution server software can be
installed. This process must be run on the server that hosts the IIS environment.

4.3.1 Install the Enterprise Server Using the MSI

The following steps describe how to use the .msi file to install an enterprise server:

1. Locate the Intel_Unite_Server_vx.x.x.x.mui.msi file (either copied to local storage or on network storage).

2. After launching Intel_Unite_Server_vx.x.x.x.mui.mui.msi, check the | accept the terms of the License
Agreement box.

3. Click Next to continue.

4. Choose the type of database—if using Microsoft SQL Server, select Choose SQL; if using MySQL, select
Choose MySQL.

5. Click Next to continue.

6. Inthe Server Instance window, set the SQL database options. The available options are:

Figure 6. Server Installer Database Configuration Screen

1 Intel Unite® Server 4.0.1870.8 Solution Setup [= [ o |
'intel'
Database Server Connection Details:
Server Name: I(Iocal)

Format: IP or server name,port
(e.q. hostname, 1234)

®) Trusted (Windows Authentication)

() Specify Username and Password (SQL Authentication)

Login ID: I

Password: |

Test Connection

Intel Unite® Database Connection/Setup Details:

Database Name: unite_server

Service Account

Password: " Sevennee |

Confirm Password: || ssssssns |

« Database Server Connection Details section:

o The Server Name default value is (local) for the SQL server. Replace the default with a hostname
or leave the default value. If using MS SQL and MS SQL is installed on the same server, leave the
Server Name as (local). If using MySQL and MySQL is on the same server, the Hostname should
be localhost instead of (local)

o |f MS SQL is selected, the default value for database server authentication is Windows
Authentication. If SQL authentication is preferred, select SQL Authentication, and fill in the Login
ID and Password of an MS SQL account that has create database and read/write access.
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o If MySQL is selected, enter the account name in the Login ID text box and the account password in
the Password text box. The account should have create database and read/write access.

o Click the Test Connection button to verify the account information.
o Database Server Connection/Setup Details section:

o Create a password and enter the password into the Service Account Password text box. The
password is for the api_user, which is used to access the database named unite_server.

o Retype the password into the Confirm Password text box.

Note: The password must contain at least eight characters, one uppercase character, one
lowercase character, one digit, and one symbol.

7. Click Next to configure the installation path. The default path for the installation is C:\Program Files (x86)\
Intel\Intel Unite\. If a different location is preferred, enter the new location in the text box or click the
Change button to use the Change Destination Folder dialog box to select the location. If using the Change
Destination Folder dialog box, browse to the location, and click OK.

8. Click Next.

9. Ifyou are using a load balancer, proceed to Appendix G. Load Balancing Configuration Options to complete
the configuration. If you are not using a load balancer, click Next to accept the default settings.

10. Enter an organization name in the Organization Name text box, and enter a description in the
Organization Description text box. The organization name is used to create a hub group and client group.

11. Select either Enhanced Pairing Mode or Standard Pairing Mode.
« Enhanced Pairing Mode—This mode requires e-mail confirmation when registering a client device.
« Standard Pairing Mode—This mode does not require e-mail confirmation when registering a client
device.

Note: Pairing mode cannot be changed once it is set. It requires a re-installation of the server to change
the pairing mode.

12. Click Next.

13. Click Install to start the installation. When the installation process completes, the enterprise server is
installed.

4.3.2 Verify the Successful Creation of the database for the Intel Unite® solution
(Optional)

To verify the successful creation of the database for the Intel Unite solution on MS SQL or MySQL, use one of the
following procedures:

For MS SQL, open SQL Management Studio, and connect to the SQL server. Expand Databases on the left side
pane and ensure the unite_server is listed. Confirm api_user exists under Security->Logins. See Figure 7.
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Figure 7. Objects Created in Microsoft SQL
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« For MySQL, open a command-line window on the MySQL server. Start the MySQL interpreter by typing
mysql -h <host-name> -u=<your-user-name> -p at the command prompt, where <host-name> is
localhost, since the command is running from the computer with My SQL, and <your-user-name> is the
user name used during server installation. Enter the password for the user. Type show databases; and
ensure the unite_server database is listed.

4.3.3 Install the Enterprise Server Using a Command Line

The Intel Unite application installer for the enterprise server supports command-line installations. The installer
msi file must be in a known location, either on the local system or a network share. The command and parameters
for installation are shown and must be executed as administrator:

msiexec /i "Installer_Path.msi" /I*v "Log_Path" /q INSTALLFOLDER="Value" DBTYPE="[1]|0]"
DBHOSTNAME=Value DBLOGONTYPE="[WinAccount|SqlAccount]” DBUSER=Value
DBPASSWORD=Value DBLOGONPASSWORD=Value DBLOGONPASSWORDCONF=Value
ORGNAMEPROPERTY=Value ORGDESCPROPERTY="Value" PUBLISH_WEBAPI_HELP=Value
PAIRMODEPROPERTY="[0|1]" ADDLOCAL="Value"

4.3.3.1 Enterprise Server Command-Line Installation Parameters

The enterprise server installation parameters are case-sensitive. The result of the installation can be determined
by parsing the log file. Double quotes are only required for input values that include one or more spaces. When in
doubt, use double quotes to surround input values.

In the following list, names in caps are the supported properties. They can be combined depending on the setup.
The values inside brackets are predefined options (choose one, and do not include brackets or the pipe character).

o [i—The switch for installation.
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« "Installer_Path.msi"—The path including the filename of the misi file (for example, "c:\my downloads\
installer.msi").

« [*v—The switch for generating a log file.
« "Log_Path"—The path including the log file name (for example, "c:\my logs\serverinstallog.txt").
e Jq—The switch for silent, no user interaction.

o INSTALLFOLDER=Value—The location specifying where to install the server application. Replace Value
with the full path, including the double quotes (for example, "c:\my apps\unite server").

« DBTYPE=[0]1]—The switch for indicating which database is being used. A value of 0 means MySQL, and a
value of 1 means MS SQL.

«  DBHOSTNAME=Value—The host name of the SQL server. Replace Value with the FQDN of the SQL server.

« DBLOGONTYPE="[WinAccount|SqlAccount]"—The switch indicating which type of login is used to access
the SQL server. A value of "WinAccount" means using a Windows* account, and a value of "SqlAccount”
means using a SQL server account. This parameter is only needed if DBTYPE=1.

« DBUSER=Value—The user name of the account used to log in to the SQL database to create the database
tables and create the service account. Replace Value with the database user name.

« DBPASSWORD=Value—The password of the database account used to log in to the SQL database to
create the database tables and create the service account. Replace Value with the password.

«  DBLOGONPASSWORD=Value—The password for the service account. Replace Value with the password.

« DBLOGONPASSWORDCONF= Value—The confirmation of the password for the service account. Replace
Value with the password. This must be the same as DBLOGONPASSWORD.

«  ORGNAMEPROPERTY=Value—The organization name, which is used to create a hub group and a client
group. Replace Value with the organization name.

« ORGDESCPROPERTY= "Value"—A detailed description for the organization. Replace Value with the
description in double quotes.

o PUBLISH_WEBAPI_HELP=[0]1]—The switch to install the help webapi. A Value of 1 means to install the
help webapi, and a Value of 0 means to not install the help webapi.

«  PAIRMODEPROPERTY=[0]1]—The switch to set the pairing mode. A Value of 1 means Standard Pairing
Mode, and a Value of 0 means Enhanced Pairing Mode.

« ADDLOCAL="Value"—The list of server component features to install on this server. Replace Value with a
server component feature or a list of server component features separated with commas. Following is a list
of server component features:

o DatabaseFeature — Install the database on this server.

o WebApiFeature — Install the WebAPI on this server.

o AdminPortalFeature — Install the Admin Portal on this server.

o TelemetryFeature — Install the Telemetry service on this server.

o MaintenanceFeature — Install the Maintenance service on this server.

o ALL — Install all the above features on this server.
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4.4 Configure IIS for the Admin Portal Website (Quick Start)

This section describes the basic configuration needed for the Admin Portal to be set up to pair with hubs and
client registrations, which enables clients to connect to the hubs. Refer to Section 7 for a complete set of Admin
Portal configuration options.

4.4.1 Obtaining a Certificate

Intel Unite® solution can be configured to work with SHA-2 certificates from public root of trust certificate
authorities or self-signed certificates.

4.4.1.1 Option 1: Obtain a Certificate from a public root of trust certificate authority

Using a public root of trust or external certificates authority allows Intel Unite® clients and hubs to establish a
reliable, secure connection to the enterprise server. Major operating systems inherently trust these certificate
authorities as part of normal operating system process. This link defines the process for creating a certificate
signing request and submitting the request to a certificate authority.

Below are a couple of examples of certificate authorities that can provide SHA-2 certificates:
www.godaddy.com

www.verisign.com

4.4.1.2 Option 2: Create a self-signed Web Server Certificate

For test environment, a self-signed certificate can work well. However, attempting to use self-signed certificates in
a production environment can limit connectivity of some platforms. Not all platforms are capable of trusting self-
signed certificates, such as iOS and Chrome OS.

With the end of life of SHA-1 certificates, the latest version of the Intel Unite solution only accepts SHA-2
certificates or greater. The organization's IT department should ensure the trusted web server certificate issued is
a SHA-2 certificate and the certification path is valid.

For a test environment, a self-signed SHA 2 certificate can be created, as follows:

1. Run PowerShell as administrator.
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New-SelfSignedCertificate -DnsName <Computer Name> -CertStoreLocation "cert:\ LocalMachine\My"

Run the following command:

Replace <Computer Name> with the FQDN used to access the enterprise server. For example,
mytestserver.mycompany.com.

To run MMC as an administrator, click the Search icon on the Windows* task bar, type Run, press Enter or
Return, and type mmc.

In the Console window, click File, and select Add or Remove Snap-ins.
Select Certificates and click Add.

Select Computer Account.

Select Local Computer.

Click Finish, and then click OK.

In the left pane, click Expand Certificate (Local Computer), select Personal, and select Certificates.

. In the middle pane, right-click the certificate created previously, and enter a Friendly Name (this name is

used in a later step).

Right-click the certificate again and click Copy.

In the left pane, click Trusted Root Certification Authorities.
In the center pane, right-click anywhere, and click Paste.

To close the mmc, click File, and click Exit. On exit, a prompt to save may be displayed. Saving the settings
enables loading the settings later, including the certificate snap-in. If the settings are not saved, the
certificate snap-in will have to be added again.

Install the Web Server Certificate and Configure Web Server Bindings

This section describes how to open the Internet Information Services (lIS) Manager, expand the server name, and
remove a port binding.

Open IIS Manager

The following steps describe how to open the IIS Manager;

-

2
3.
4

On the Start menu, click All Programes, click Accessories, and then click Run.
In the Run text box, type control panel, and then click OK.
In the Control Panel window, click Classic View, and then double-click Administrative Tools.

In the Administrative Tools window, double-click Internet Information Services (lIS).

Expand the Server Name

To expand the server name:

-

P wnN

In the left Connections pane, expand Sites, and click Default Web Site.
In the right Actions pane, find Edit Site, and select Bindings.
In the Site Bindings window, click Add.

Configure the following settings:
« Type: https (Note: not http)
« [P Address: All Unassigned
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4.4.4

* Port: 443
o Hostname: (leave blank)
o SSL Certificate: (select the one you installed in the previous steps)

5. Click OK.
6. Click Close.

Note that the web service for the Intel Unite application communicates with the clients and hubs using port 443.

Remove Port 80 Binding

The following steps describe how to remove the port 80 binding:

1. In the left navigation pane, find Sites, and then select Default Web Site.
2. Inthe right Actions pane, find Edit Site, and then select Bindings.
3. Select the item with Port equal to 80.

4. Click the Remove button and click Close.

Enable Anonymous Authentication

Anonymous Authentication MUST be enabled for the Intel Unite solution to work properly. The following steps
describe how to enable Anonymous Authentication:

1. In the left navigation pane, find Sites, and then select Default Web Site.

In the middle pane, double click Authentication.

Select Anonymous Authentication.

In the Actions pane, select Edit.

Select Specific user.

Click Set.

Enter IUSR for the User name and leave the Password Confirm password fields blank.

Click OK.
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Configure 1IS SMTP Email Settings

To configure IS SMTP email settings:
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Figure 8. IIS Default Web Site SMTP Email Icon
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1. In the left navigation pane, find Sites, and select Default Web Site.
2. Double-click the SMTP Email icon. Refer to Figure 8.
3. Onthe SMTP Email page, type the sender's email address in the Email address text box.
4. Select Deliver email to SMTP server. (This delivers email messages immediately. This requires an

operational SMTP server for which the user has credentials.)

5. Inthe SMTP Server text box, type the SMTP server's unique FQDN, or select the Use localhost check box
to set the name to LocalHost. Setting the name to LocalHost means ASP.NET uses an SMTP server on the
local computer. Typically, this is the default SMTP virtual server.

6. Inthe Port text box, enter a TCP port. Port 25 is the SMTP standard TCP port and is the default setting.
More than one virtual server can use the same TCP port if all servers use different IP addresses.

7. Under Authentication Settings, specify the authentication mode and credentials, if your SMTP server
requires these.

8. If the SMTP server is set up for email relaying, find Authentication Settings, and choose Not required.

9. Click Apply in the Actions pane.

Note: For third-party SMTP servers that have SSL enabled, add enableSsl="true" between the SMTP tags
to the web.config file, refer to Figure 9 for web.config location.
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Figure 9. IIS Web.config Location
5 Internet Information Services (1IS) Manager =-|a
©) \@ » WIN-UPSORVEISD » Sites » Default Web Site » ‘sa
File View Help
Connections Action
@ - 7 |8 ‘ I'mm<l C\inetpub\wwwroot
85 Start Page e [
492 WIN-UIPSORVEJSD (WIN-UIPS] 1
" & Applicstion Poois [+ Computer » Local Disk (€) » inetpub » wwwroot ! v & ] [ searcn
4 : \ -
P — A Favorites Name Date modified Type Size
BT B Desktop App_Dats File folder
b -] aspnet_client 4 Downloads aspnet_client File folder
a5 T;E\Umt_e ] Recent places = bkg-gry.jpg JPEG image 52 KB
4 2z idm'” &) is-8.png PNG image 53KB
¥ Api
E - Diwnlm 4 Libraries HTM File 2k8
b 431 Server Farms | Docurnents PNG image 3KB
o Music CONFIG File 1KB
&) Pictures PNG image KB
B videos
1% Computer

i, Local Disk (C3)

5% 40 (\192.168.0.T\pt

€ Network

Bitems

3| |[El] Features View ||% Content View

Example: Web.config - SMTP with SSL Enabled

<system.net>
<mailSettings>

<smtp from="

<network host="mail.test.com" port="25" userName="tester@test.com"
password="xxxxx" defaultCredentials="false" enableSsl="true"/>

</smtp>
</mailSettings>

</system.net>

water@test.com">

4.4.5 Configure IIS with Active Directory for the Admin Portal (Optional)

An Intel Unite solution server running the Admin Portal can use Active Directory to manage hub settings and user
permissions. To do so, the following configurations are needed:

« Enterprise server and hubs must be joined to the Active Directory domain.

« The enterprise server’s IIS settings must be configured with an identity that has "read" access to Active
Directory groups containing the hub and/or user objects. By default, IIS uses the server's machine identity
to access Active Directory. The identity used to access Active Directory can be changed, if desired.

« Active Directory groups must exist (or be created) that contain the hub and/or user objects to be used with
the Intel Unite solution. In addition, read permissions must be granted on the groups to the enterprise
server's identity so it can access them. Creating and maintaining the Active Directory groups is beyond the

scope of this document. Consult the organization's IT department for help, if needed.
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Note: The Active Directory identity used by the enterprise server to access Active Directory should be limited to
"read only" for additional security.

4.4.5.1 Configure IIS for Active Directory Access

Once read permissions are granted for the enterprise server to the Active Directory hub and user groups, the
enterprise server’s lIS needs to be configured with the desired identity.

—_

Open Internet Information Services (II1S) manager on the enterprise server.
In the left navigation pane, expand the server name, and then expand Sites.
Select Default Web Sites.

In the middle pane, double-click Application Settings.

In the right Actions pane, click Add.

o v M W N

Add the following Application Settings:
o ActiveDirectoryServer
o Name: ActiveDirectoryServer

o Value: Enter the domain controller's FQDN. If there are multiple domains, enter each domain
controller separated by a pipe. The port number can be appended to the FQDN (for example, DC1.
abc.corp.mycompany.com|DC1.xyz.corp.mycompany.com:1234).

7. Click OK.

8. Repeat Steps 6 and 7 for each of the following entries:
« ActiveDirectoryGlobalCatalog
o Name: ActiveDirectoryGlobalCatalog
o Value: Enter the forest (for example, corp.mycompany.com).
o ActiveDirectoryServerUseSSL
o Name: ActiveDirectoryServerUseSSL
o Value: Enter True if SSL is used. Enter False if SSL is not used. By default, this value is False.
« ActiveDirectoryGroupsCacheLifeSpan
o Name: ActiveDirectoryGroupsCachelLifeSpan
o Value: Enter the number of hours between group cache refresh. By default, this value is 24 hours.
« ActiveDirectoryServerUsername
o Name: ActiveDirectoryServerUsername
o Value: Enter a valid user name with read permission to the Active Directory hub and user group(s).
« ActiveDirectoryServerPassword
o Name: ActiveDirectoryServerPassword
o Value: Enter the password for the account.

If the AD machine account that hosts the Admin Portal has read access to the Active Directory groups, the
ActiveDirectoryServerUsername and ActiveDirectoryServerPassword values are not needed.

Reference: Microsoft Windows server* library article for installing 1IS on Windows Server* 2012
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DNS TXT Record

The DNS TXT record is a resource record used to provide information needed for the Intel Unite solution. The
specific information provided by the DNS TXT record is the URL of the server hosting the Web API component of
the Intel Unite software and the organization ID.

DNS Hierarchy and Proper Placement of DNS TXT Record

The DNS TXT record facilitates the auto-discovery of the Intel Unite solution's PIN service. The DNS TXT record
placement must match the primary DNS suffix or parent zone suffix of the hubs and clients. A PIN service can
reside in any site if network traffic is permitted between sites. The following diagram and examples show the
proper placement of the DNS TXT record.

Diagram 1. DNS TXT Record Placement Example

DNS TXT Record here for
Example.com services ALL sites

Example.com ‘

Site1.Example.com ‘ Site2.Example.com ‘ Site3.Example.com
Site 1 Site 2 Site 3
« Primary DNS suffix for + Primary DNS suffix for « Primary DNS suffix for
clients: Site1.Example.com clients: Site2.Example.com clients: Site3.Example.com
| DNS TXT record here for [ DNS TXT record here for DMNS TXT record here for
Site1.Example.com services Site2.Example.com services Site3.Example.com services

Site1 site. Site2 site. Site3 site.

Examples based on the diagram:

Option 1: The DNS TXT record is created in example.com, and the PIN service resides in Site1. Clients from any
site can auto-discover the service.

Option 2: Three DNS TXT records are created in Sites 1, 2, and 3 in example.com, and the PIN service resides in
Site1. Clients from any site can auto-discover the service.

Create a DNS TXT Record

The hub and clients can locate the enterprise server by using a DNS TXT record during an automatic lookup
for the enterprise server. The string in the DNS TXT record is not case-sensitive. To add a DNS TXT record in
Microsoft* Windows*, complete the following steps:

1. Onyour DNS server, open DNS Manager.
2. Inthe left pane, expand Forward Lookup Zones.

3. Right-click the zone that contains the systems used for the Intel Unite solution. For a DNS setup that
contains multiple forward lookup zones, select the zone that matches the primary DNS suffix for devices

Intel Unite® Solution Deployment Guide 33



intel)

that will be used with the Intel Unite solution.

Select Other New Records.

In the Select a Resource Record Type area, select Text (TXT).
Click Create Record.

For Record Name, enter uniteservice. The FQDN is filled in automatically.

© N o u A

For the Text option, enter SERVICEURL=https://<FQDN of the Admin Portal Server>/
intelunite/api | ORGID=<OrgID>| OrgName=<OrgName>, where <OrgID> is the GUID for the
organization and <OrgName> is the name of the organization. The OrglD is randomly generated, and the
OrgName is set during installation of the Intel Unite® solution. Both values can be found by browsing to
https://<yourserverfqdn>/intelunite/admin/landing. See Figure 10.

Figure 10. DNS TXT Record Properties

' uniteservice Properties m

Teodt (TXT) | Security

H Record name (uses parent domain if left blank):

|un'rtesenrice | B

Fully qualffied domain name (FQDM):

|un'rteser\tice.vprodemn.com |

Tend: L
SERVICEURL=hitps://win-uipsOrvejsd/IntelUnite /apil3 3652298-03A2| ~

3 oK || Cancel Aoply

9. Click OK to create the record.
10. Click Done to close the Resource Record Type window.
4.5.3 Disable Use of the DNS TXT Record

The use of the DNS TXT Record for auto discovery can be disabled by adding the registry key
DisableAutoDiscovery of the type DWORD to the following registry paths. A DWORD value of 1 means do not use
DNS TXT Record for auto discovery. A DWORD value of O means, use the DNS TXT Record for auto discovery. Any
other value will result in default behavior of using the DNS TXT Record for auto discovery. If the key is not present,
the device will use the DNS TXT Record for auto discovery.

32bit Windows

Hub
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HKLM\SOFTWARE\Intel\Intel Unite\Hub

Client

HKLM\SOFTWARE\Intel\Intel Unite\Client

64bit Windows

Hub

HKLM\SOFTWARE\{WOW6432Node}\Intel\Intel Unite\Hub
Client

HKLM\SOFTWARE\{WOWG6432Node}Intel\Intel Unite\Client

Once DNS TXT Record is disabled for auto discovery, the use of the Intel Unite solution landing page is needed
to provide the information provided by the DNS TXT Record. To access the landing page, browse to the following
URL: https://<Intel Unite solution portal FQDN>/intelunite/admin/landing. On the landing page, click the link
which will set the registry keys with needed values and open the Intel Unite application on the device.

Configure the Enterprise Server for Intel Unite® Solution

This section describes how to use the Admin Portal to configure the enterprise server for the Intel Unite solution.

Log in to the Admin Portal

The following steps describe how to connect to the Admin Portal.

1. Open aweb browser. Internet Explorer* may not work. If that occurs, Intel recommends using Chrome*.
2. Go to https://<yourserverfdgn>[intelunite/admin.
3. Inthe User Name text box, enter admin.

4. Inthe Password text box, enter Admin@1.

The first time the built-in admin account is used to log in to the Admin Portal, the Admin Portal prompts for a
change of the admin password. Set a new password, and use the new password to log in to the Admin Portal. Click
the i in a gray circle next to password rule to see more information about the password requirements.

Set Privacy Policy

After logging into the Admin Portal for the first time, a dialogue displays the available privacy policies. Select one
of these options to continue.

Available privacy policies include:

« Collect locally and share anonymous data with Intel — Telemetry data is collected and forwarded to
Intel.

« Collect locally and DO NOT share anonymous data with Intel — Telemetry data is collected and stored
on the Admin Portal, but not forwarded to Intel.

« Do not collect — No telemetry data is collected.
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Prompt user to potentially share anonymous data with Intel — Asks the user to opt-in or opt-out of
telemetry data collection and the forwarding of the telemetry data to Intel.

4.6.3 Upload the Hub and Client Package Files to the Admin Portal

Packages contain the core configuration and feature/apps modules use to configure and extend the capabilities of
the hubs and clients. If packages are not uploaded to the server, the hubs and clients will not be configured, and
they will not be functional.

Core client and hub packages, along with the file transfer package, are included in the Intel Unite® solution installer
ZIP file. The following packages are included in the installer ZIP file:

Unite_Client_vXXX.cab—The core module needed by the client devices.
Unite_ClientRemoteView_vXXX.cab—The module that allows clients to view remotely.
Unite_ClientScreenSharing_vXXX.cab—The module that allows clients to share.
Unite_Hub_vXXX.enabled.cab—The core module needed by the hub devices.
Unite_HubRemoteView_vXXX.cab—The module that allows hubs to view remotely.
Unite_HubScreenSharing_vXXX.cab—The module that allows hubs to share.

Unite_FileTransfer_vXXX.cab—The module that allows file transfers between clients.

To obtain other app packages, visit the Intel Unite® App Showcase website. Refer to the Intel Unite® Solution 4.0
SDK documentation for package creation.

To upload packages.

1.

A wDN

o

10.

11.
12.
13.

14.
15.
16.

Log in to the Admin Portal.
Open the Device Management menu and click Upload Package.
Browse to the installation files for Intel Unite solution and open the Manifests directory.

Select Unite_Client_vXXX.cab and click Open. A Success message should appear temporarily to indicate a
successful upload.

Click Upload Package again.
Browse to the Installation files for Intel Unite solution, and open the Manifests directory.

Select Unite_ClientRemoteView_vXXX.cab and click Open. A Success message should appear temporarily
to indicate a successful upload.

Click Upload Package again.
Browse to the Installation files for Intel Unite solution and open the Manifests directory.

Select Unite_ClientScreenSharing_vXXX.cab and click Open. A Success message should appear
temporarily to indicate a successful upload.

Click Upload Package again.
Browse to the Installation files for Intel Unite solution and open the Manifests directory.

Select Unite_Hub_vXXX._enabled.cab and click Open. A Success message should appear temporarily to
indicate a successful upload.

Click Upload Package again.
Browse to the Installation files for Intel Unite solution and open the Manifests directory.

Select Unite_HubRemoteView_vXXX.cab and click Open. A Success message should appear temporarily
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17.
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20.
21.
22.
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to indicate a successful upload.
Click Upload Package again.
Browse to the Installation files for Intel Unite solution and open the Manifests directory.

Select Unite_HubScreenSharing_vXXX.cab and click Open. A Success message should appear
temporarily to indicate a successful upload.

(Steps 20-22 are optional) If the file transfer feature is needed click Upload Package again.
Browse to the Installation files for Intel Unite solution and open the Manifests directory.

Select Unite_FileTransfer_vXXX.cab and click Open. A Success message should appear temporarily to
indicate a successful upload.

4.6.4 Approve Packages for Deployment

Configuration of core components, apps, and features in a package is not available for assignment until the
package is approved. These components are needed for hub and client configurations. To approve packages:

1.
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Log in to the Admin Portal.
Open the Device Management menu and click Features/Apps.
Click the Package Approval tab.

For each package shown, click the Approve button to approve the package.

4.6.5 Create a Hub Configuration

To create a hub configuration:

1.

2
3
4.
5

Log in to the Admin Portal.

Open the Device Management menu and click Configurations.

Click the Create Configuration button.

In the Configuration Name text field, enter a name for the configuration.

Open the Intel Unite® Software Version menu, and select Intel Unite® Solution Hub - x.x.x.x, where x.x.x.x
is the release version number.

To add features or apps to the configuration, click the white plus sign with the blue background (@) icon
associated with the feature or app.

Click Create Configuration to save the new configuration.

4.6.6 Create a Client Configuration

To create a client configuration:

1.
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Log in to the Admin Portal.

Open the Device Management menu and click Configurations.

Click the Create Configuration button.

Click the Client Configuration check box.

In the Configuration Name text box, enter a name for the configuration.

Open the Intel Unite® Software Version menu, and select Intel Unite(R) Client version - x.x.x.x, where
X.X.X.X is the release version number.

To add features or apps to the configuration, click the white plus sign with the blue background (@) icon
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associated with the feature or app.

8. Click the Create Configuration button to save the new configuration.

4.6.7 Assign Configurations to Hubs

To view defined hub configurations, open the Device Management menu, and click Configurations. To view a list
of hub configurations, click the Hub Configurations tab. Follow the steps below to assign configurations to hubs:

1. Login to the Admin Portal.
Open the Device Management menu and click Hubs and Clients.

Click the Hubs tab.

d w N

Click the group with the name that contains the organization name used during server installation. Note:
Subgroups can be created, and configurations can be assigned to them. When assigning a configuration to
a subgroup, expand the subgroup and click the group name under the subgroup.

Open the Select Action menu and select Assign Configuration.
6. Choose the hub configuration created in the previous steps.

7. Click Assign.

Note: If a group has custom/overridden properties configured, their values will retained when the new
configuration is assigned, if possible. As shown in Figure 11, a confirmation dialog will appear that list custom/
overridden properties and indicate whether or not they will be retained.

Figure 11. Custom/Overridden Properties Confirmation Dialog

Overridden Properties Found
Assigning this configuration will result in the following:

The following properties will be migratad:

+ My Group : Intel Unite® Solution Hub4.0.4173.300 - PIN Color
v My Group : Intel Unite® Solution Hub4.0.4173.300 - PIN Transparency
+ My Group : Screen Sharing Module (Hub) - Audio Video Streaming Support

+ My Group : Intel Unite® Solution Hub4.0.4773.300 - Background Instructions Title

The following properties will be deleted:

® My Group : Screen Sharing Module (Hub) - WebRTC UDP Port Range
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If a group has custom/overridden properties, this confirmation dialog will be shown in the following events:

A new configuration is assigned to the group.
The version of a module of the configuration assigned to the group is changed.
The group is moved or deleted.

Device(s) are moved from/to the group.

4.6.8 Assign Configurations to Client Groups

To assign configurations to clients:

1.

P wnN

6.
7.

Log in to the Admin Portal.
Open the Device Management menu and click Hubs and Clients.
Click the Clients tab.

Click the group with the name that contains the organization name used during server installation.

Note: Subgroups can be created, and configurations can be assigned to them. When assigning a
configuration to a subgroup, expand the subgroup, and click the group name under the subgroup.

Open the Select Action menu and select Assign Configuration.
Choose the client configuration created in the previous steps.

Click Assign.

Note: To view defined client configurations, open the Device Management menu, and click Configurations. To
view a list of client configurations, click the Client Configurations tab.

4.7 Enterprise Server Software Uninstallation

If the server application needs to be uninstalled, the unite_server database also needs to be deleted. Before
uninstalling, back up the database.

-

Locate the Intel_Unite_Server_vx.x.x.x_x86.mui.msi file (copied to local storage or on network storage).
Launch the Intel_Unite_Server_vx.x.x.x_x86.mui.msi installer.
Click Remove and click Next to uninstall the Intel Unite solution server application.

Delete the SQL database using of the following procedures:

« Microsoft SQL—Go to Microsoft SQL Server Management Studio, and manually delete the unite_
server SQL database and the api_user, See Figure 12.
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Figure 12. Objects to Delete from Microsoft SQL
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« MySQL—Open a command-line window on the MySQL server. Start the MySQL interpreter by typing
mysql -h <host-name> -u=<your-user-name> -p at the command prompt, where <host-name>
is localhost, and <your-user-name> is the user name used during server installation. Enter the
password. Type drop databases unite_server; to delete the database. Type show databases; to verify
that the unite_server database is deleted. Type drop user api_user, to delete the api_user.

4.7.1 Enterprise Server Command-Line Uninstallation

The Intel Unite application installer for the enterprise server supports command-line uninstallation. The
installer msi file must be in a known location on the local system or network share. The following command and
parameters for uninstallation must be executed as an administrator:

msiexec /x "Installer_Path.msi" /l*v "Log_Path" /q

4.7.1.1 Enterprise Server Command-Line Uninstallation Parameters

The uninstallation parameters are case-sensitive. The result of an uninstallation can be determined by parsing
the log file. Double quotes are only required for input values that include one or more spaces. When in doubt, use
double quotes to surround input values.

[x—The switch for uninstall.
"Installer_Path.msi"—The path and filename of the msi file, including double quotes.
/*v—The switch for generating a log file (for example, "c:\my logs\serveruninstallog.txt").

"Log_Path"—The path including the log filename, with double quotes (for example, "c:\my downloads\
installer.msi").

/q—The switch for silent, no user interaction.
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4.8 Enterprise Server Log Files
The server saves log files at the following path:
C:\Users\IntelUniteWebApiPool\AppData\Local\Temp
The following log files are found in the above path:

« IntelUniteServerLog.txt
« IntelUniteTransactionLog.txt

o UniteServerLog.txt
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Hub Installation

Hub Pre-Installation

A hub needs to be able to locate and pair with the enterprise server. The Intel Unite® application needs an
exemption in the hub firewall to communicate with the enterprise server. The port used by the Intel Unite
application is randomly set by default; however, the port value can be set through the Admin Portal under hub
configuration properties. In addition, complete the following verifications:

« Verify a network connection with the server by pinging to the server from the hub using the FQDN of the
server and pinging from the server to the hub using the FQDN of the hub.

« Verify a DNS TXT record has been created for the Intel Unite solution service (refer to Section 4.5 for more
information).

» Verify that the hub meets the minimum software and hardware requirements specified in Section 2.2.

Use Self-Signed Certificates

If the server uses a self-signed certificate, the certificate needs to be imported into the Trusted Root of the hub's
certificate store. To do this, the certificate must be exported from the Admin Portal, saved locally, and then
imported on a hub. This section describes how to export, save, and import self-signed certificates on Windows*
and Mac* clients.

Import Certificates on Windows* Clients

To import a self-signed certificate for a Windows* client:

1. Export certificate:
» For Chrome:
Open Chrome and browse to the Admin Portal (https://<FQDN of the Server>/intelunite/admin).
Right-click the red lock icon in the address bar and click Certificate.
Click the Details tab and click Copy to File. The Certificate Export Wizard opens.

a
b
d
d. Inthe Certificate Export Wizard, click Next to go to the Export File Format screen.
e. Choose DER encoded binary X.509 (.CER) and click Next.
f.  Click Browse and save the file to the computer using a descriptive name.
g Click Next, and then click Finish to close the wizard.
« ForInternet Explorer:

a. Open Internet Explorer and browse to the Admin Portal (https://<FQDN of the Server>/
intelunite/admin).
Click the lock icon in the address bar and click View Certificate.

Click the Details tab and click Copy to File. The Certificate Export Wizard opens.

Choose DER encoded binary X.509 (.CER) and click Next.

b
d
d. Inthe Certificate Export Wizard, click Next to go to the Export File Format screen.
e
f.  Click Browse and save the file to the computer using a descriptive name.

g.  Click Next and then click Finish to close the wizard.

2. Import certificate.
» For Chrome:
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Open Chrome settings, scroll to the bottom, and click Advanced.

Qo

Under Privacy and Security, click Manage certificates.

b. Click the Trusted Root Certification Authorities tab, and then click the Import button. The
Certificate Import Wizard opens.

c.  Inthe Certificate Import Wizard, click Next to go to the File to Import screen.
d. Click Browse, select the certificate file saved earlier, and then click Next.
e. Select Place all certificates in the following store. The selected store should be Trusted Root

Certification Authorities. If it isn't, click Browse, and select it.
f. Click Next, and then click Finish.
g. Click Yes on the security warning.
« For Internet Explorer:
Open Internet Explorer Internet Options.
Click the Content tab.
Click the Certificates button.

a
b
d
d. Click the Import button to open the Certificate Import Wizard and click Next.
e Click Browse, select the certificate file saved earlier, and then click Next.

f.

Select Place all certificates in the following store. The selected store should be Trusted Root
Certification Authorities. If it isn't, click Browse, and select it.

Click Next, and then click Finish.
Click Yes on the security warning.

> @

5.1.2 Certificate Verification

In certain scenarios, such as no access to the internet, it is desirable to disable or limit the verification of
certificates.

To disable certificate verification, set the following registry key to a REG_DWORD value of 1.
HKLM\SOFTWARE\Wow6432Node\Intel\Intel Unite\DisableCertificateChainVerification

Value meaning:

1 = Disables certificate chain verification

0 = Enables certificate chain verification (default behavior/also when key is not present)

To ensure that SSL certificates being used are verified, set the following registry key to a REG_DWORD value of 1.
HKLM\SOFTWARE\Wow6432Node\Intel\Intel Unite\EnforceSslCrlCheck

Value meaning:

1 = Enforces SSL CRL check

0 = Doe not enforce SSL CRL check (default behavior/also when key is not present)

5.2 Recommended Hub System Settings

To ensure the best possible end user experience, the hub should be configured so it is always ready to be used,
and system alerts or pop-ups are suppressed. The recommended system settings are:
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Windows* automatically logs in with the account that executes the Intel Unite application.
Screen savers are disabled.

The system is set to never go into standby mode.

The system is set to never log out.

The display is set to never turn off.

System alerts are suppressed.

5.3 Hub Software Installation

The following steps describe how to install the hub software:

1.
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Locate the Intel_Unite_Hub_vx.x.x.x_x86.mui.msi file (either copied to local storage or on network
storage).

Launch the Intel_Unite_Hub_vx.x.x.x_x86.mui.msi file.

Click Next.

Accept the license agreement by checking the | accept the terms of the License Agreement box.
Click Next.

The default path for the installation is C:\Program Files (x86)\Intel\Intel Unite\Hub <version number>,
where <version number> is the version number of the hub software. If a different location is preferred,
enter the new location into the text box or click the Change button to use the Change destination folder
dialog box to select the installation location. If using the Change destination folder dialog box, browse to
the install location, and click OK.

Click Next.
Click Install to start the installation.

When the installation completes, leave the box for launching the application unchecked, and click Finish.

5.3.1 File Sharing App Installation (Optional)

The following steps are optional and are for the installation of the File Sharing App:

1.
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Locate the Intel_Unite_FileTransfer_x86.mui.msi and launch it.

Click Next.

Accept the license agreement by checking the | accept the terms of the License Agreement box.
Click Next.

Click Install to install the module.

Click Finish.

5.3.2 Hub Software Command-Line Installation (Optional)

The Intel Unite application installer for the hub supports command-line installations. The installer msi file must
be in a known location on the local system or network share. The following command and parameters for a hub
software command-line installation must be executed as an administrator:
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msiexec /i "Installer_Path.msi" /I*v "Log_Path" /q HUBINSTALLFOLDER="Value" ORGID="Value"
PINSERVERURI="Value" ORGNAME="Value" ACCEPTPRIVACYSTATEMENT="yes|no"
REGISTRYMODE="HKCU|HKLM" OTP="Value"

5.3.2.1 Hub Installation Parameters

54

5.4.1

The hub installation parameters are case-sensitive. The result of the installation can be determined by parsing
the log file. Double quotes are only required for input values that include one or more spaces. When in doubt, use
double quotes to surround input values.

Ji—The switch for install.

"Installer_Path.msi"—The path and filename of the msi file, with double quotes (for example, "c:\my
downloads\installer.msi").

/*v—The switch for generating a log file.

"Log_Path"—The path including the log filename, with double quotes (for example, "c:\my logs\
hubinstallog.txt").

/q—The switch for silent, no user interaction.

HUBINSTALLFOLDER="Value"—The location specifying where to install the hub application, replace
Value with the full path, with double quotes (for example, "c:\my apps\unite hub").

ORGID="Value"—The organization ID, replace Value with the organization ID.

PINSERVERURI="Value"—The PIN server URL, replace Value with the PIN server URL which has this
format: https://<FQDN of the server hosting the Admin Portal>/intelunite/api.

ORGNAME="Value"—The organization name, replace Value with the organization name.
ACCEPTPRIVACYSTATEMENT="yes"—Sets the accept privacy statement checkbox.
REGISTRYMODE="HKCU|HKLM"—Stores the client configuration

OTP="Value"—The OTP token used for pairing a hub, replace Value with the OTP token obtained from the
Admin Portal.

DISABLEAUTODISCOVERY="<yes|no>"—Enable or disable automatic discovery of the Intel Unite® Cloud
Service server. Set to “yes” to disable automatic discovery. Set to “no” to enable automatic discovery.

Configure Hub Firewall

A firewall may prevent the hub from communicating to the Intel Unite solution server and client devices. Below are
steps to configure the firewall to allow network access for the hub application for the Intel Unite solution. Review
and consult with the IT administrator prior to making any changes to the device.

Create Inbound Rule

Open Control Panel.
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10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.

Enter Windows Defender Firewall into the search box.
Click on Windows Defender Firewall in the search results.
Click on Advanced settings.

Click Yes on the User Account Control dialog box.

Select Inbound Rules.

Select New Rule... under Actions pane.

Select Program and click Next >.

Select This program path: and browse to the location of the hub application launcher. Note: Default path
of the hub application launcher is C:\Program Files (x86)\Intel\Intel Unite\Hub <version number>\Intel.
Unite.HubLauncher.exe.

Click Next > once the program path is set.

Select Allow the connection and click Next >.

Place a check in the box for Domain, Private, and Public and click Next >.
Enter a name and a description for this rule and click Finish.

Select Inbound Rules.

Select New Rule... under Actions pane.

Select Port and click Next >.

Select TCP and Specific local ports:.

Enter "443" in the text field next to Specific local ports: and click Next >.
Select Allow the connection and click Next >.

Place a check in the box for Domain, Private, and Public and click Next >.

Enter a name and a description for this rule and click Finish.

5.4.2 Create Outbound Rule

-
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Open Control Panel.

Enter Windows Defender Firewall into the search box.
Click on Windows Defender Firewall in the search results.
Click on Advanced settings.

Click Yes on the User Account Control dialog box.

Select Outbound Rules.

Select New Rule... under Actions pane.

Select Program and click Next >.

Select This program path: and browse to the location of the hub application launcher. Note: Default path
of the hub application launcher is C:\Program Files (x86)\Intel\Intel Unite\Hub <version number>\Intel.
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Unite.HubLauncher.exe.
10. Click Next > once the program path is set.
11. Select Allow the connection and click Next >.
12. Place a check in the box for Domain, Private, and Public and click Next >.
13. Enter a name and a description for this rule and click Finish.
14. Select Outbound Rules.
15. Select New Rule... under Actions pane.
16. Select Port and click Next >.
17. Select TCP and Specific local ports:.
18. Enter "443" in the text field next to Specific local ports: and click Next >.
19. Select Allow the connection and click Next >.
20. Place a check in the box for Domain, Private, and Public and click Next >.

21. Enter a name and a description for this rule and click Finish.

Hub Privacy

Upon the first launch of hub application, a privacy statement dialogue reading "Can the Intel Unite® application
collect and send anonymous usage data?" will be displayed if the Privacy Mode server property is set to Prompt
User. To proceed, click the Yes button.

Hub Pairing

Before a hub can be used, it must be paired with an Admin Portal. Part of the hub pairing process is hub
configuration, which sets the OrganizationlD, OrganizationName, and ServerURL values.

Hub Configuration

The OrganizationID, OrganizationName, and ServerURL values can be obtained in two ways—DNS TXT record
and URL.

DNS TXT Record

When a hub first starts, it checks to see if the OrganizationID, OrganizationName, and ServerURL are set. If the
values are not set, the hub attempts to obtain the values by looking for the DNS TXT record. Once the hub finds
the DNS TXT record, it parses the text string to set the OrganizationID, OrganizationName, and ServerURL.

URL

During installation of the hub a custom URL protocol handler for intelunite4 is installed. This handler launches
the hub application with the URL as an argument, allowing the hub to parse the URL to obtain the OrganizationID,
OrganizationName, and ServerURL. To use this handler, browse to the Admin Portal landing page (https://<FQDN
of the server hosting the Admin Portal>/intelunite/admin/landing) on the hub, and click the link.

Hub Pairing Methods
Pairing a hub can be done in the following two ways:

« Method 1—Auto Pairing
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« Method 2—Manually through the Admin Portal
Auto Pairing

The auto pairing steps are applicable on hubs that have the OrganizationlID, OrganizationName, and ServerURL
set. If the values are not set, the hub will not be able to find the Admin Portal for pairing. To use auto pairing:

1. Login to the Admin Portal.

2. Open the Device Management menu.

3. Inthe Duration (hours) text box, enter the number of hours the token will be valid.
4. Click the Generate Token button to generate a one-time pairing token.
5

From the hub device, open a web browser, and browse to the URI intelunite4://localhost/
pair?otp=<token>, where <token> is the value from Step 4.

The token is saved to the Auto Pairing Management page. To access the token at a later time, log in to the Admin
Portal, open the Device Management menu, and select Auto Pairing Management. The Auto Pairing Management
page displays a list of pairing tokens, along with the date and time of when the tokens expire.

Manual Pairing Using the Admin Portal

The manual pairing steps are applicable on hubs that have the OrganizationlD, OrganizationName, and
ServerURL set. If the values are not set, the hub will not be able to find the Admin Portal for pairing. To use manual
pairing:

1. Launch the hub software.

2. When the hub software launches, a privacy statement displays. To continue, click Agree to consent to the
privacy statement.

3. Confirm the hub displays the instruction for pairing with a six-digit PIN.

4. Browse to the Admin Portal. If the hub software prevents the browser from launching, use another system
on the same network.

5. Login using the built-in admin user account:
« User Name: admin
« Password: Admin@1

The first time the built-in admin account is used to log in to the Admin Portal, the Admin Portal prompts
for a change of the admin password. Set a new password and use the new password to log in to the Admin
Portal. Click the i in a gray circle next to password rule to see more information about the password
requirements.

6. Open the Device Management menu.
7. Click in the Pair Hub text box, enter the six-digit PIN from the hub, and click the Pair Hub button.

8. The hub launcher downloads the components from the Admin Portal, and then displays the instructions
on how to join a meeting.

Note: If the hub reports that the required hub version is missing, verify that the steps in the server configuration
portion of this document have been completed.

Hub Software Uninstallation

The following steps describe how to uninstall the hub application:
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1. Locate the Intel_Unite_Hub_vx.x.x.x_x86.mui.msi file (either on local storage or network storage).
2. Launch the Intel_Unite_Hub_vx.x.x.x_x86.mui.msi client installer.

3. Click Remove and click Next.

Removing the hub application does not remove the device from the Admin Portal. An administrator needs to
manually delete the device from the Admin Portal. Until removed, a paired hub with an identical machine name is
tagged as a "duplicate" entry.

Hub Software Command-Line Uninstallation (Optional)

The Intel Unite application installer for the hub supports command-line uninstallations. The installer msi file
must be in a known location on the local system or network share. The following command and parameters for
uninstallation must be executed as an administrator:

msiexec /x "Installer_Path.msi" /l*v "Log_Path" /q

Hub Software Command-Line Uninstallation Parameters

The hub command-Lline uninstallation parameters are case-sensitive. The result of the uninstallation can be
determined by parsing the log file. Double quotes are only required for input values that include one or more
spaces. When in doubt, use double quotes to surround input values.

[x—The switch for uninstall.

"Installer_Path.msi"—The path and filename of the msi file, with double quotes (for example, "c:\my
downloads\installer.msi").

/*v—The switch for generating a log file (for example, "c:\my logs\hubuninstallog.txt").
"Log_Path"—The path including the log filename, with double quotes.

/q—The switch for silent, no user interaction.

Hub Security

The hub administrator should ensure that recommended security practices are followed for each hub. If the local
user is logged on automatically, ensure that the user does not run with administrative privileges. For additional
security considerations, refer to Appendix D.

Hub Log File

The hub saves a log file at the following path:
C:\Users\<user>\AppData\Local\Temp, where <user> is the logged in user

The name of the log file is Unite.sql.
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Client Installation

Client Pre-Installation

A client must be able to locate and check in with the enterprise server. The Intel Unite application needs an
exemption in the client firewall to communicate with the enterprise server. The client port is the same as the hub
port, which is by default randomly generated. However, the port number can be set through the Admin Portal hub
configuration properties. For security considerations, refer to Appendix D.

All client devices must be connected to the corporate network or must use an appropriately configured VPN,
including Windows*, iOS*, Mac*, Linux*, Chrome OS*, and Android* devices. Tablets and phones connected to
their own carrier provider may not be able to connect to an Intel Unite app session due to corporate firewall
configurations. Refer to the specific mobile device sections for more information.

Lastly, ensure each client meets the minimum software and hardware requirements, as specified in Section 2.3.

Use Self-Signed Certificates

If the server uses a self-signed certificate, the certificate needs to be imported into the Trusted Root of the client's
certificate store. To do this, the certificate must be exported from the Admin Portal, saved locally, and then
imported on a client. This section describes how to export, save, and import self-signed certificates on supported
clients.

Export a Certificate

The steps to export certificates varies among browsers. This section describes how to export certificates in
Chrome and Internet Explorer.

Export a Certificate Using Chrome
To export a certificate using Chrome:

1. Open Chrome and browse to the Admin Portal (https://<FQDN of the Server>/intelunite/admin).
Right-click the red lock icon in the address bar and click Certificate.

Click the Details tab and click Copy to File. The Certificate Export Wizard opens.

In the Certificate Export Wizard, click Next to go to the Export File Format screen.

Choose DER encoded binary X.509 (.CER) and click Next.

Click Browse and save the file to the computer using a descriptive name.

N o o M w N

Click Next, and then click Finish to close the wizard.

6.1.1.1.2 Export a Certificate Using Internet Explorer

To export a certificate using Internet Explorer:

1.  Open Internet Explorer and browse to the Admin Portal (https://<FQDN of the Server>/intelunite/admin).
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Click the lock icon in the address bar and click View Certificate.

Click the Details tab and click Copy to File. The Certificate Export Wizard opens.
In the Certificate Export Wizard, click Next to go to the Export File Format screen.
Choose DER encoded binary X.509 (.CER) and click Next.

Click Browse and save the file to the computer using a descriptive name.

Click Next and then click Finish to close the wizard.

6.1.1.2 Import Certificates on Windows* Clients

Importing certificates on Chrome and Internet Explorer for Windows clients varies, as described in this section.

6.1.1.2.1 Import a Certificate for a Windows Client Using Chrome

To import a certificate on a Windows client using Chrome:

1.
2.
3.

7.
8.

Open Chrome settings, scroll to the bottom, and click Advanced.
Under Privacy and Security, click Manage certificates.

Click the Trusted Root Certification Authorities tab and then click the Import button. The Certificate
Import Wizard opens.

In the Certificate Import Wizard, click Next to go to the File to Import screen.

Click Browse, select the certificate file saved earlier, and then click Next.

Select Place all certificates in the following store. The selected store should be Trusted Root Certification

Authorities. If it isn't, click Browse and select it.
Click Next and then click Finish.

Click Yes on the security warning.

6.1.1.2.2 Import a Certificate for a Windows Client Using Internet Explorer

To import a certificate on a Windows client using Internet Explorer:

1.
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N

8.

Open the Internet Explorer Internet Options.

Click the Content tab.

Click the Certificates button.

Click the Import button to open the Certificate Import Wizard and click Next.

Click Browse, select the certificate file saved earlier, and then click Next.

Select Place all certificates in the following store. The selected store should be Trusted Root Certification

Authorities. If it isn't, click Browse and select it.
Click Next and then click Finish.

Click Yes on the security warning.

6.1.1.3 Import Certificates on Mac* Clients

To import a self-signed certificate on a Mac* client:

1.
2.

Copy the self-signed certificate to the Mac.

Double-click the self-signed certificate to open it in Keychain Access.

3. The self-signed certificate appears in login. Copy the self-signed certificate to System. The certificate must
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be copied to System to ensure it is trusted by all users and local system processes, including the virtual
machine (.vmx) processes in Fusion Pro*.

4. Open the self-signed certificate in System, click to expand Trust, select Use System Default, and click
Save.

5. Reopen the self-signed certificate in System, click to expand Trust, select Always Trust, and click Save.

6. Delete the self-signed certificate from login.

Import Certificates on Linux* Clients
To import a self-signed certificate on a Linux client using Fedora/Red Hat, open a terminal, and run the following
commands:

« sudo cp <the certificate filename> /etc/pki/ca-trust/source/anchors/

« sudo update-ca-trust extract.

To import a self-signed certificate on a Linux client using Ubuntu, open a terminal, and run the following
commands:

o sudo cp <the certificate filename> /usr/local/share/ca-certificates/

« sudo update-ca-certificates.

Import Certificates on Chrome OS* Clients

To import a self-signed certificate on a Chrome OS* client:

1. Open Chrome settings, scroll to the bottom, and click Advanced.
2. Under Privacy and Security, click Manage certificates.

3. Click the Trusted Root Certification Authorities tab and then click the Import button. The Certificate
Import Wizard opens.

4. Inthe Certificate Import Wizard, click Next to go to the File to Import screen.
5. Click Browse, select the certificate file saved earlier, and then click Next.

6. Select Place all certificates in the following store. The selected store should be Trusted Root Certification
Authorities. If it isn't, click Browse and select it.

7. Click Next and then click Finish.

8. Click Yes on the security warning.

Import Certificates on iOS* Clients

To import a self-signed certificate on an iOS* client:

1. Email the certificate to an account that can be accessed by the iOS client.
2. Open the email and select the certificate file.

3. Click Install.

Import Certificates on Android* Clients

To import a self-signed certificate on an Android* client:

1. Put the certificate onto the SD card of your Android device (usually to internal one). It should be in the root
directory.
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2. Click Settings, click Security, click Credential storage, and select Install from device storage.
3. When the .crt file is detected, enter a certificate name.

4. To find the certificate after importing it, click Settings, click Security, click Credential storage, click
Trusted credentials, and then click User.

Certificate Validation

In certain scenarios, such as no access to the internet, it is desirable to disable or limit the validation of certificates.
To disable certificate validation, set the following registry key to a REG_DWORD value of 1.
HKLM\SOFTWARE\Wow6432Node\Intel\Intel Unite\Client\DisableCertificateChainValidation

Value meaning:

1 = Disables certificate chain validation

0 = Enables certificate chain validation (default behavior/also when key is not present)

To ensure that SSL certificates being used are validate, set the following registry key to a REG_DWORD value of 1.
HKLM\SOFTWARE\Wow6432Node\Intel\Intel Unite\Client\EnforceSslCrlCheck

Value meaning:

1 = Enforces SSL CRL check

0 = Doe not enforce SSL CRL check (default behavior/also when key is not present)

Client Download

The Windows* and Mac* client installer can be downloaded from the Admin Portal. To download the client
application from the Admin Portal, browse to https://<FQDN of the server>/intelunite/download. To download
the Windows* client, click the Intel Unite® 4.0 for Microsoft® Windows® link. To download the Mac* OS X client,
click the Intel Unite® for Apple® Mac® OS X° link.

Client Install

Only a single Intel Unite solution version 4.0 client should be installed on a client device. Having more than a single
client installed on a device is not supported.

Install Windows* Client

To install a Windows* client:

—_

Locate the Intel_Unite_Client_vx.x.x.x_x86.mui.msi file (copied to local storage or network storage).
Launch the Intel_Unite_Client_vx.x.x.x_x86.mui.msi file.

Click Next.

Accept the license agreement by checking the | accept the terms of the License Agreement box.

Click Next.

o v M W N

The default path for the installation is C:\Program Files (x86)\Intel\Intel Unite\Client <version number>,
where <version number> is the version number of the client software. If a different location is preferred,
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enter the new location into the text box or click the Change button to use the Change Destination Folder
dialog box to select the install location. If using the Change Destination Folder dialog box, browse to the
install location, and click OK.

7. Click Next.
8. Click Install to start other installation.

9. When the installation completes, click Finish.

Note: The support for extended display requires installing the Intel_Unite_Extended_Display_<x.x.x.x>.mui.msi.

Windows* Client Command-Line Installation (Optional)

The Intel Unite application installer for the client supports command-line installations. The installer msi file
must be in a known location on the local system or network share. The following command and parameters for a
Windows* client command-line installation must be executed as administrator:

msiexec /i "Installer_Path.msi" /l*v "Log_Path" /q CLIENTINSTALLFOLDER="Value" ORGID="Value"
PINSERVERURI="Value" ORGNAME="Value" ACCEPTPRIVACYSTATEMENT="yes|no"
REGISTRYMODE="HKCU|HKLM" OTP="Value" USEREMAIL="Value"

Windows* Client Command-Line Installation Parameters

The Windows* client command-line installation parameters are case-sensitive. The result of the installation can
be determined by parsing the log file. Double quotes are only required for input values that include one or more
spaces. When in doubt, use double quotes to surround input values.

[Ji—The switch for install.
"Installer_Path.msi"—The path and filename of the msi file, with double quotes.
/*v—The switch for generating a log file (for example, "c:\my logs\clientinstallog.txt").

"Log_Path"—The path including the log filename, with double quotes (for example, "c:\my downloads\
installer.msi").

/q—The switch for silent, no user interaction.

CLIENTINSTALLFOLDER="Value"—The location specifying where to install the client application. Replace
Value with the full path (for example, "c:\my apps\unite client").

ORGID="Value"—The organization ID, replace Value with the organization ID.

PINSERVERURI="Value"—The PIN server URL, replace Value with the PIN server URL which has this
format: https://<FQDN of the server hosting the Admin Portal>/intelunite/api.

ORGNAME="Value"—The organization name, replace Value with the organization name.
ACCEPTPRIVACYSTATEMENT="yes"—Sets the accept privacy statement checkbox.
REGISTRYMODE="HKCU|HKLM"—Stores the client configuration

OTP="Value"—The OTP token used for registering a client, replace Value with the OTP token obtained
from the Admin Portal.
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USEREMAIL="Value"—The e-mail of the user that uses this client, replace Value with the e-mail of the
user that uses this client.

DISABLEAUTODISCOVERY="<yes|no>"—Enable or disable automatic discovery of the Intel Unite® Cloud
Service server. Set to “yes” to disable automatic discovery. Set to “no” to enable automatic discovery.

6.3.2 Install Mac OS Client

It is possible to install the Mac OS Intel Unite client from both the Mac App Store and direct download from Intel,
resulting in two or more Intel Unite clients 4.0 on the Mac OS device. Having multiple Intel Unite clients 4.0 on a
single device is not supported and may result in the malfunction of the Intel Unite solution.

The Mac OS client supports connecting to 3.x and 4.0 hubs. It is recommended that only the Intel Unite client 4.0
is installed on a device that needs to connect to both 3.x and 4.0 hubs. To identify if more than a single Intel Unite
client is installed on a client, follow these steps:

1.

P wnN

Open Finder.
Type Intel Unite in the search box located at the upper right corner and hit return.
Two fingers tap on the results area and select Arrange By->Kind.

Confirm that there is only one Intel Unite application. If more than one Intel Unite application is shown,
remove all but one of the Intel Unite application.

To install a Mac OS client:

—_

d w N

Locate the Intel Unite macOS X.X.X.X.dmg file and download the software to the Mac OS* client.
Double-click the file to extract the application.
After reviewing the End User License Agreement, click Agree to continue.

Drag the extracted file to the Applications folder. If prompted to replace an existing installed version of
the Intel Unite client 4.0, click the Replace button.

Go to the Applications folder, locate the application, and click it to launch it.

6.3.3 Install iOS* Client

The app is compatible with all iPads* except the original 2010 iPad. To install an iOS* client:

1.

5.
6.

On an iOS* client (such as an iPad), go to the Apple app store, and download the Intel Unite software for
the client.

Once the app is downloaded, open the app.
Click the Settings gear (the gear icon in the upper-right corner) and enter the information requested.

On Settings, complete the User Name and Server information. Select Automatic to find the server, or to
connect to a specific server, click Manual, and enter the server information. Click Save.

To connect to the hub, enter the PIN displayed on the monitor or screen, and start sharing.

Refer to the Intel Unite® Solution User Guide to learn about features and user information.

6.3.4 Install Android* Client

To install an Android* client:

1.

On the Android* device, go to the Google app store, and download the Intel Unite software for the client.
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2. Once the app is downloaded, open the app.
3. Click the Settings gear (the gear icon) and enter the information requested.

4. On Settings, complete the User Name and Server information. Select Automatic to find the server, or to
connect to a specific server, click Manual, and enter the server information. Click Save Settings.

5. To connect to the hub, enter the PIN displayed on the monitor or screen, and start sharing.

6. Refer to the Intel Unite® Solution User Guide to learn about features and user information.

6.3.5 Install Chrome OS* Client

To install a Chrome OS* client:

1. Ona Chromebook* device, go to the Google app store, and download the Intel Unite software for the
client.

2. Once the app is downloaded, open the app.
3. Click the Settings gear (the gear icon in the upper-right corner) and enter the information requested.

4. On Settings, complete the User Name and Server information. Select Automatic to find the server, or to
connect to a specific server, click Manual, and enter the server information. Click Save Settings.

5. To connect to the hub, enter the PIN displayed on the monitor or screen, and start sharing.

6. Refer to the Intel Unite® Solution User Guide to learn about features and user information.

6.3.6 Install Linux* OS Client

To install a Linux* OS client:

1. Obtain the corresponding Linux* client binary from the Intel Unite® solution support site:
o Fedora*/Red Hat*—.rpm
» Ubuntu*—.deb

« Manual (advanced users)—.bz2

2. Install the client using the following commands:

o Red Hat Enterprise and Fedora:
sudo yum install /<rpm path>/<unite_pack.rpm>
« Ubuntu

sudo apt-get install ./<unite_pack.deb>

e Manual (advanced users)
Unpack the .bz2 file to a specified location

3. Click the Settings gear (the gear icon in the upper-right corner), complete the User Name, Email, and
Server information. In the Enterprise Server text box, enter the server to connect to (for example, https://
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unite.yourorganization.com).
4. Click Save Settings.
5. To connect to the hub, enter the PIN displayed on the monitor or screen, and start sharing.

6. Refer to the Intel Unite® Solution User Guide to learn about features and user information.

Configure Client Firewall

A firewall may prevent the client from communicating to the Intel Unite solution server and hub devices. Below are steps to
configure the firewall to allow network access for the client application for the Intel Unite solution. Review and consult with
the IT administrator prior to making any changes to the device.

6.4.1

Windows* Platforms

Below are the steps for configuring the firewall for Windows* platforms.

6.4.1.1
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10.
11.
12.
13.
14,

15.
16.
17.
18.
19.
20.
. Place a check in the box for Domain, Private, and Public and click Next >.
22.

21

6.4.1.2
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Create Inbound Rule

Open Control Panel.

Enter Windows Defender Firewall into the search box.

Click on Windows Defender Firewall in the search results.

Click on Advanced settings.

Click Yes on the User Account Control dialog box.

Select Inbound Rules.

Select New Rule... under Actions pane.

Select Program and click Next >.

Select This program path: and browse to the location of the client application launcher. Note: Default path of the
client application launcher is C:\Program Files (x86)\Intel\Intel Unite\Client <version number>\Intel.Unite.
ClientLauncher.exe,

Click Next > once the program path is set.

Select Allow the connection and click Next >.

Place a check in the box for Domain, Private, and Public and click Next >.

Enter a name and a description for this rule and click Finish.

Repeat Steps 6 through 13 to add an inbound rule for the add client application located at the following path:
$program data%/Intel/Intel Unite/Client/Current/Intel Unite Client.exe,

Select Inbound Rules.

Select New Rule... under Actions pane.

Select Port and click Next >.

Select TCP and Specific local ports:.

Enter "443" in the text field next to Specific local ports: and click Next >.

Select Allow the connection and click Next >.

Enter a name and a description for this rule and click Finish.

Create Outbound Rule

Open Control Panel.

Enter Windows Defender Firewall into the search box.
Click on Windows Defender Firewall in the search results.
Click on Advanced settings.

Click Yes on the User Account Control dialog box.

Select Outbound Rules.
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7. Select New Rule... under Actions pane.

Select Program and click Next >.

9. Select This program path: and browse to the location of the hub application launcher. Note: Default path of
the hub application launcher is C:\Program Files (x86)\Intel\Intel Unite\Client <version number>\Intel.Unite.
ClientLauncher.exe.

10. Click Next > once the program path is set.

11. Select Allow the connection and click Next >.

12. Place a check in the box for Domain, Private, and Public and click Next >.

13. Enter a name and a description for this rule and click Finish.

14. Repeat Steps 6 through 13 to add an outbound rule for the add client application located at the following path:
$program data%/Intel/Intel Unite/Client/Current/Intel Unite Client.exe,

15. Select Outbound Rules.

16. Select New Rule... under Actions pane.

17. Select Port and click Next >.

18. Select TCP and Specific local ports:.

19. Enter "443" in the text field next to Specific local ports: and click Next >.

20. Select Allow the connection and click Next >.

21. Place a check in the box for Domain, Private, and Public and click Next >.

22. Enter a name and a description for this rule and click Finish.

©

6.4.2 MacOS* Platforms

Below are the steps for configuring the firewall for Mac OS* platforms.

Choose System Preferences from the Apple menu.

Click Security.

Click the Firewall tab.

Click the Firewall Options... button.

Click the button with the plus symbol to add an application.
Select Intel Unite and click the Add button.

Click the OK button.

8. Close the System Preferences window.
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Port 443 is usually open by default. Verify by opening a browser and navigating to https://www.intel.com. If the browser
does not load the webpage, contact IT support to open port 443 on the device.

6.4.3 Linux* Platforms

On Linux platforms, the network port used by hubs and clients must be set before configuring the clients’ firewall to allow
traffic through that port.

6.4.3.1 Define Network Port on the Admin Portal for Hubs

The network port used by a client is communicated by the hub. To configure the network port that is used by the Intel Unite
app running on a hub (which will be communicated to clients), follow the steps below.

Log into the Admin Portal.

Select Hubs and Clients under Device Management menu.

Click on the Hub tab.

For each group, set the Network Port property to the same value. This is the value that will be used to configure the
client firewall.

a. Selecta group.

b. Select Group Details from the select action drop-down menu.

HPwn =
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c. Click the Edit Properties button.
d. Enter a number for the Network Port property and click the Save Changes button.
5. All groups are set to use the same network port

6.4.3.2 Configure Firewall with Network Port Value

Once the network port is set for the hubs on the Admin Portal, the client firewall can be configured to allow network traffic
through that port.

1. On the Linux client device open a command terminal.

2. Type the following commands to allow network traffic through a port for the internal, external, public, trusted, and
work zones (replace <network port> with the value set on the Admin Portal):
firewall-cmd --permanent --zone=internal --add-port=<network port>/tcp

firewall-cmd --permanent --zone=external --add-port=<network port>/tcp
firewall-cmd --permanent --zone=public --add-port=<network port>/tcp

firewall-cmd --permanent --zone=trusted --add-port=<network port>/tcp
firewall-cmd --permanent --zone=work --add-port=<network port>/tcp

firewall-cmd --permanent --zone=internal --add-port=443/tcp
firewall-cmd --permanent --zone=external --add-port=443/tcp
firewall-cmd --permanent --zone=public --add-port=443/tcp

firewall-cmd --permanent --zone=trusted --add-port=443/tcp
firewall-cmd --permanent --zone=work --add-port=443/tcp

6.4.4 Alternative Firewall Configurations

IT security policies may result in unique firewall configurations. Contact the IT administrator for assistance in allowing
internal and external network traffic for the Intel Unite application or with setting specific ports that can be used by the Intel
Unite application for network traffic.

6.5 Client Registration

Before a client can be used, it must be registered with an Admin Portal. Part of the client registration process is
client preregistration configuration, which sets the OrganizationlD, OrganizationName, and ServerURL values.

6.5.1 Client Preregistration Configuration

The OrganizationID, OrganizationName, and ServerURL values can be obtained in three ways—DNS TXT record,
URL, and client settings.

Support for DNS TXT record and custom URL varies on OSs running on client platforms. Due to these differences,
not all methods for client configuration are available on all client platforms. The following table shows the
configuration methods supported on each client OS.

Client Preregistration Configuration Support per OS

Registration Windows* Mac* Chrome OS* Linux* iOS* Android*
Method

DNS TXT Record | Supported Supported Not Supported Supported Supported Supported

URL Supported Supported Not Supported Supported Supported Not Supported
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Registration Windows* Mac* Chrome OS* Linux* iOS* Android*
Method
Manual Not Supported Not Supported Supported Not Supported Not Supported Supported

DNS TXT Record (Windows*, mac OS*, Linux*, Android, and iOS)

When a client first starts, it checks to see if the OrganizationlID, OrganizationName, and ServerURL are set. If the
values are not set, the client attempts to obtain the values by looking for the DNS TXT record. Once the client finds
the DNS TXT record, it parses the text string to set the OrganizationID, OrganizationName, and ServerURL.

URL (Windows, mac OS, Linux, and iOS)

During installation of the client on Windows*, Mac*, Linux*, and iOS*, a custom URL protocol handler for
intelunite4 is installed. This handler launches the client application with the URL as an argument, allowing the
client to parse the URL to obtain the OrganizationlD, OrganizationName, and ServerURL. To use this handler,
browse to the Admin Portal landing page (https://<FQDN of the server hosting the Admin Portal>/intelunite/
admin/landing) on the client, and click the link.

Client Settings (Chrome OS*)

The OrganizationlID, OrganizationName, and ServerURL values can be set manually through the client settings.
To use this method:

1. Copy the URL from the Admin Portal landing page (https://<FQDN of the server hosting the Admin
Portal>/intelunite/admin/landing).

2. Launch the Intel Unite client.
3. Paste the URL when prompted to provide the provisioning URL.
4. Click OK.

Google* Admin Console (Chrome OS*)

The ServerURL value can be set for Chrome OS* platforms through the Google Admin console. Refer to Appendix
A for details about using the Google Admin console.

Confirming OrganizationID, OrganizationName, and ServerURL

The process to confirm the values set for OrganizationlD, OrganizationName, and ServerURL are different based
on OS running on the client platform.

Windows* Platforms

The OrganizationID, OrganizationName, and the ServerURL values are stored in the following registry keys on
Windows* platforms:

HKEY_CURRENT_USER\SOFTWARE\Intel\Intel Unite\Client\OrganizationID
HKEY_CURRENT_USER\SOFTWARE\Intel\Intel Unite\Client\OrganizationName
HKEY_CURRENT_USER\SOFTWARE\Intel\Intel Unite\Client\ServerURL

The OrganizationlID is a REG_SZ value with the following format:

